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WARNING
The unauthorized reproduction or distribution of 

this copyrighted work is illegal.  Criminal copyright 
infringement, including infringement without 

monetary gain, is investigated by the FBI, and is 
punishable by up to 5 years in federal prison and 

a fine of $250,000.

NOT LEGAL ADVICE
THIS IS GENERAL ADVICE

This information is presented for educational and 
general information purposes and should not be 

relied upon as legal advice or definitive 
statements of the law.  No attorney-client 
relationship is formed by the use of these 

materials or the participation in this seminar.  
The user of these materials bears the 

responsibility for compliance with all applicable 
laws and regulations.
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You ARE an AI User
•Siri and Alexa are AI
•Netflix and Amazon 
Recommendations are AI

•Facial Recognition is AI
•Online Banking is AI

. . . And “Yes”, your phone 
is spying on you! 

What is “AI Technology”?

AI is a spectrum, not a single product — from spell-check to fully autonomous agents.

Embedded AI

Built into software to run 

basic tasks automatically

EXAMPLES

GPS mapping, spell-check, 
ePCR hard-stops

Generative AI

Creates content in 

response to a prompt

EXAMPLES

ChatGPT, Claude, Copilot, 
Gemini

Agentic AI
Acts with independent 

capability beyond a single 

prompt

EXAMPLES

QA/QI review agents, 
autonomous scheduling
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SECTION ONE

AI in EMS 
Today

Understanding what AI Technology is — and where it already lives in your 
agency
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Examples of Current Use of AI

Dispatch & Call-Taking Acuity/priority scoring, unit recommendation, predictive 
deployment

Documentation e-PCR narrative auto-generation, spell-check, completeness 
prompts

Billing & Coding ICD-10/CPT suggestions, claim-denial prediction, mileage validation

QA/QI & Compliance Chart review, missing-element flags, trend and audit reporting

Administration & HR Scheduling, workforce analytics, recruiting screens, meeting notes
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AI and Documentation Training
(Use Your Parameters)

My Classroom
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The QA/QI Agent

Your agent can review charts, even 
help with scoring

Produce compliance reports, identify 
trending issues, and make 

recommendations

Lower scoring reports can then be 
reviewed by a human for further 

review

The Challenges In EMS RCM

• EMS Agencies leave 
money on the table 
every day

• They also pay back
money

Complex Rules

Multiple Payers

Overpayments

Compliance Pressure

SECTION TWO

A patchwork of federal direction and fast-moving state law
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The Regulatory Landscape
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The Federal Picture

No comprehensive federal AI statute

Exec Order 14365 – Not Binding
“Ensuring a National Policy Framework for 

AI” — signed Dec. 11, 2025. Directs a 

“minimally burdensome” national approach 

and creates an AI Litigation Task Force to 

challenge state laws seen as inconsistent 

with federal policy.

Encourages DOJ to go after state laws that are 

inconsistent with federal objectives

No Preemption

99-1
Senate vote to strip a proposed 10-year state 
AI moratorium from the “One Big Beautiful Bill 
Act”
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Other Federal Laws Implicated

HIPAA — PHI Handled by AI Vendors
Any AI third party tool that touches PHI a is likely a 
business associate. Agencies must confirm that a 
BAA is in place before deployment.

False Claims Act — AI-Driven Billing 

OIG's Feb. 2026 compliance guidance flags AI-
generated prompts to add diagnoses as a 
potentially abusive practice. A 2024 automated-
coding FCA settlement (UCHealth, $23M) shows 
this exposure is already active in billing.

Section 1557 (ACA) — Nondiscrimination in 
Clinical Algorithms

HHS OCR's nondiscrimination rule (added in 2024) 
reaches clinical algorithms used in patient care 
decisions. Predictive and dispatch-prioritization 
models built on historical call or location data 
need bias review before deployment.
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Examples of States With Significant AI 
Laws in Effect
A sample — not exhaustive. Check the law where you operate and where your patients live.

Colorado

SB 26-189, 
effective Jan. 1, 
2027 — covers 
automated 
decision-
making that 
materially 
influences 
“consequential 
decisions” like 
employment.

California

Multiple 
targeted laws: 
AI transparency 
and training-
data disclosure, 
deepfake rules, 
employment AI 
oversight, and 
consumer-
protection 
enforcement.

Texas

Texas 
Responsible AI 
Governance Act 
(TRAIGA) 
consumer 
protections, 
anti-
discrimination, 
and 
government AI 
governance.

Illinois

Aggressive on 
workplace AI: 
notice for AI-
assisted 
employment 
decisions, 
video-interview 
disclosures, and 
liability for 
disparate-
impact 
discrimination.

Utah

AI: disclosure 
and 
transparency 
duties, chatbot 
interaction 
rules, and 
deceptive-
practice 
prevention.
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The Trend Line: More States, Faster

45 1,500+ 20%
States with AI bills 

introduced
AI-related bills tracked as of 

March 2026
of introduced state AI bills became law in 

a recent cycle

Practical takeaway: build a policy flexible enough to absorb new state requirements.
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EMS Specific Bulletins

Example: New York EMS 
Advisory 26-01 (March 31, 
2026), “The Use of 
Generative AI in EMS,” 
issued directly to agency 
administrators by the state 
EMS council.
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NASEMSO's AI Guidance: 
Practical Safeguards
Approved by the NASEMSO Board of Directors, December 4, 2025

Human Review, Every Time

Any ePCR field populated by generative AI requires 
human review before submission. 

Documentation Accountability 

The EMS clinician remains fully accountable for 
accuracy regardless of AI assistance. 

Audit Trails & Transparency

AI tools should log every suggestion made and 
whether it was accepted or edited

Vendor Vetting Before Deployment

Confirm PHI/PII will not train the vendor's model 
and is not stored outside compliant systems
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Legal Landscape Bottom Line

SECTION THREE
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Where the Risks 
Live for EMS

EMS Is Different – Covered Entities

THE CORE TENSION

Many EMS AI use case touches 

Protected Health Information 

(PHI).

Patient trust

HIPAA / state privacy law

Public exposure
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Example: Using AI for my PCR 

The Problem
Entering a PCR narrative into an open-source tool (e.g., for grammar cleanup) can 
push PHI onto the open internet — often unintentionally.

Why it happens
Users frequently don’t realize an “AI edit” request is itself a disclosure of protected 
health information to a third party that is now accessing PHI (business associate).

BEST PRACTICE
Never permit use of unapproved AI tools.  
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“Shadow AI” in EMS
Unauthorized AI use already happening in the field, station, and the office

Communications & 
HR

Disciplinary memos, evaluations, and internal messages edited in 
public AI tools

Billing & Analytics
Denial trends, coding suggestions, and financial data pasted into 
public AI

Wearables & 
Ambient AI

Smart glasses and listening devices recording patient encounters 
“to help remember details”

Source: “Shadow AI in EMS: The Silent Compliance Threat”

The Dangers of Shadow AI

HIPAA & PHI 
Exposure

PHI disclosed to third parties with no Business Associate 
Agreement or safeguards

Cybersecurity 
Vulnerabilities

Ungoverned tools create a new, unmonitored attack surface for 
breaches

Hallucinations & 
Liability

Confident but false AI outputs relied on for clinical, billing, or policy 
decisions

Ambient 
Surveillance

Wearables passively capture patient conversations, radio traffic, 
and bystander discussions

Legal & Discoverability Risk Unauthorized AI interactions can become discoverable evidence in litigation

Source: “Shadow AI in EMS: The Silent Compliance Threat”
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Context Matters
“How you doin’?”

“How you doin’?”

Pertinent Negatives
"72-year-old male fell approximately 8 feet from a ladder. Complains 

of right hip pain. Vitals stable."

• AI never mentions denied:
• Loss of consciousness. 
• Head strike. 
• Anticoagulant use. 
• Dizziness before the fall. 

• Pertinent negatives that affect:
• Trauma assessment 
• Spinal precautions 
• CT imaging decisions 
• Liability if an intracranial bleed is later discovered 

Bottom Line on Documentation

Where it really helps
Drafting an initial narrative for human review, or cleaning grammar/flow on a human-written narrative.

Where it fails
Context, hallucinations, pertinent false negatives

Build in accountability
Disclose AI use in the e-PCR audit log, and log any edits so review can be verified.

BEST PRACTICE
Human review is mandatory: AI may edit grammar and flow, but must never insert or delete facts 
about the encounter.
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Risks: Clinical Care & Bias

Accuracy risk
Consumer healthcare AI tools have shown measurable error rates in diagnosis and treatment suggestions.

Bias risk
Disparities in how pain and symptoms are treated across patient groups.

Protocol blindness
AI tools may not know your agency’s (or your state’s) specific treatment protocols.

BEST PRACTICE
Route clinical questions to crew, protocol, and Medical Command and build in protocols
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Risks: Employment & Labor Law

Hiring & recruiting
Resume screening and candidate ranking tools draw EEOC scrutiny and is regulated in some states

Performance & workforce analytics
Turnover prediction, engagement scoring, & coaching tools supplement — not replace — human evaluation
(cobra effect)

Collective bargaining - Unions
New monitoring, scheduling, or discipline-adjacent AI tools can trigger bargaining obligations

BEST PRACTICE
Loop in HR, legal, and labor representatives early — especially in a unionized workforce.
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Risks: AI Recording Devices 

Wiretapping & consent laws

Covers: body-worn cameras, smart glasses, AI 

meeting notetakers, phones, and similar 

recording-capable devices.

If AI notetaking is used

Notify all participants it’s in use

Store notes locally — not on an open-source 
platform

Re-read AI-generated notes for accuracy
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Risks: AI Recording Devices 

S E CT ION F OU R

Building Your Governance 
Framework
Turning today’s discussion into a workable AI Technology Use Policy
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Building Governance 
Framework

Core Policy Guardrails
Five principles that belong in nearly every EMS AI Technology Use Policy.

1
No PHI to AI tools without BAA 
and agency approval

Approved, contracted AI only for anything 
touching patient information

2 Human-in-the-loop, always AI drafts and suggests; a human reviews, edits, 
and remains accountable

3
Audit logs on AI-assisted 
work

Track AI use and edits in e-PCRs so review can be 
verified after the fact

4 Vendor accountability Business Associate Agreements and encryption 
for any AI tool touching PHI, and control use

5 Training over prohibition Outright bans rarely work — teach staff what’s 
appropriate and what isn’t

22

You Need a Policy on AI
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Call to Action

The AI Augmented Leader

Leadership Roadmap
Embrace AI

“It is not necessary 
to change.  Survival 
is not mandatory.”

- W. Edwards Deming

Key Takeaways

1
AI is already in your agency — the question is whether it’s 
governed.

2 PHI and open-source AI don’t without a BAA and guardrails 

3 State law is the active battlefield — federal preemption has failed

4 AI supports human decisions in EMS; it never replaces them.

5 A clear, trained, and consistently enforced policy is essential
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Next Steps

1
Inventory the AI Technology already in use across dispatch, e-
PCR, and billing

2 Convene stakeholders — field, billing, legal, and labor — to draft a policy

3
Consult jurisdiction-specific counsel before finalizing any AI 
Technology Use Policy

REMINDER

Nothing in this presentation is legal advice. Consult your agency’s counsel before adopting or modifying any AI Technology Use Policy.
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